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Threat Model
Compromised Server

Compromised Participants



Existing Applications

Signal

WhatsApp

Threema
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mpOTR - Goldberg, Ustaoğlu, Gundy, Chen 
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GOTR - Liu, Vasserman, Hopper (WPES’13)
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Implementation
Java Library

Jitsi Plugin

$5/month Linode Server (ejabberd)

40 clients across 8 university machines

Compared to WPES’13 (BD-GOTR)





Take Away
SYM-GOTR is a secure messaging protocol with strong consistency properties.

Participant Consistency Check

2-part Message Consistency Check

Practical with our Java implementation.



Performance




